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• The importance of International Cooperation 

• Shared knowledge and resources: Cybersecurity 

threats and attacks can originate from anywhere in the 

world.

• Complex and sophisticated attacks: Many cyber 

incidents involve complex and sophisticated attacks 

that require specialized expertise and technology to 

detect and contain

• Legal framework and policies: International 

cooperation is essential in ensuring that legal 

frameworks and policies are in place to facilitate 

cooperation and information sharing between 
countries. 



About FIRST (Forum of Incident Response and Security Teams)
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• Association of Incident Response and Security Teams
• Founded in 1990

WHAT WE DO
• We enable incident responders

• To engage with their peers
• To have a shared understanding of security problems
• By developing technologies and standards
• By fostering an environment conducive to their work



Global FIRST membership
675 teams in 103 countries



Benefits of FIRST Membership

Consolidated interface 

to all restricted 

information 

and services.

SSO / MFA

Contact and team 

information for incident 

responders and 

other members. 

Including PGP keys.

Share machine-

parseable incident 

descriptions with 

members using the 

MISP platform.

Direct 

communications 

channels with other 

FIRST members.

FIRST 

Portal

Membership 

Directory

Malware 

Information 

Sharing 

Platform

Slack & 

Mailing lists 

Victim 

notification

Allows for rapid 

information be sent in 

case of an imminent 

breach







Events

• Flagship event

• Once per year, travels between regions

• ~ 1000 - 1100 attendees

Conference

• Organized by individual members

• National or regional event

• Typically 10-15 events per year

Technical Colloquium

• Four per year

• In each major region (Africa, Europe, 

Latin America, Asia)

• Hosted by FIRST and often a partner

Symposia
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IDENTIFY TWO SPONSORS

Identify a primary and 

secondary sponsor among 

existing membership. The 

FIRST Secretariat can help

Self Assesment

Fill out the SIM3 self 

assessment 

SITE VISIT

FIRST MEMBER REVIEW

• Application is sent to 

members

• Members provide input 

• Any concerns are 

addressed

BOARD 

APPROVAL

• FIRST Board approves

• Pay membership fee

Membership application process

Have the primary sponsor perform a 

virtual site visit to discuss the self 

assesment
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Questions?

first-sec@first.org
https://www.first.org
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